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DETAILED ACTION 

This action is in response to the papers filed 9/29/2003. Claims 1-50 were 
received for consideration. No preliminary amendments for the claims were filed. 
Currently claims 1-50 are under consideration. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on 3/25/2004 and 
5/03/2006 are in compliance with the provisions of 37 CFR 1.97. Accordingly, 
the information disclosure statement is being considered by the examiner. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1, 7, 11, 15, 22, 30, 33 and 36 are rejected under 35 U.S.C. 112, 
second paragraph, as being indefinite for failing to particularly point out and 
distinctly claim the subject matter which applicant regards as the invention. Claim 
1 recites the limitation "running key" in line 10 of claim 1. There is insufficient 
antecedent basis for this limitation in the claim. For the application of art, "running 
key" is construed to be the same key as the "long extended key". 

The term "much longer" in claim 7 is a relative term which renders the 
claim indefinite. The term "much longer" is not defined by the claim, the 
specification does not provide a standard for ascertaining the requisite degree, 
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and one of ordinary skill in the art would not be reasonably apprised of the scope 
of the invention. 

The term "substantially greater" in claim 1 1, 15, 22, 30, and 36 is a relative 
term which renders the claim indefinite. The term " substantially greater " is not 
defined by the claim, the specification does not provide a standard for 
ascertaining the requisite degree, and one of ordinary skill in the art would not be 
reasonably apprised of the scope of the invention. 

The term "substantially greater" in claims 1 1 , 1 5, 22, 30, and 36 is a 
relative term which renders the claim indefinite. The term "substantially greater" 
is not defined by the claim, the specification does not provide a standard for 
ascertaining the requisite degree, and one of ordinary skill in the art would not be 
reasonably apprised of the scope of the invention. 

The term "about" in claim 33 is a relative term which renders the claim 
indefinite. The term " about " is not defined by the claim, the specification does 
not provide a standard for ascertaining the requisite degree, and one of ordinary 
skill in the art would not be reasonably apprised of the scope of the invention. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
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said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-9, 11-17, 19-23, 27-29 and 48-50 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Dultz et al. (U.S. Patent # 6,748,081) in view 
of (Schneier "Applied Cryptography Second Edition : protocols, algorithms, and 
source code in C"). Dultz teaches with respect to claim 1 , using the running keys 
to choose one of many possible quantum or classical signal sets embodied in a 
number of modes of electromagnetic or acoustic or other physical origins (see 
Dultz column 2 line 46 - column 4 line 10 i.e. two optical bases, 0 and 1); and 
adjusting the signal strength of each signal in the signal sets in accordance with 
the number of signal sets to obtain a desired security level, wherein quantum or 
classical noise in the system hides both encrypted data bits and the running key 
prevents a third eavesdropping party from success in compromising message 
transmissions between the first and second parties (see Dultz column 2 line 46 - 
column 4 line 10 i.e. polarization of light). Dultz does not teach teaches, a 
method for achieving data encryption and/or key expansion/generation, said 
method comprising the steps of: providing a short, shared, secret, seed key 
between first and second parties, the seed key allowing the first and second 
parties to encrypt and decrypt messages transmitted between the first and 
second; extending the seed key to a long extended key. Schneier teaches, a 
method for achieving data encryption and/or key expansion/generation, said 
method comprising the steps of: providing a short, shared, secret, seed key 
between first and second parties, the seed key allowing the first and second 
parties to encrypt and decrypt messages transmitted between the first and 
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second parties (see Schneier figure 12.1 and page 270-278); extending the seed 
key to a long extended key (see Schneier figure 12.1 and page 270-278). It 
would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains to have used a DES 
encryption algorithm which a key is extended key to a longer key and then 
broken up into blocks which are used to encrypt the data being sent. By used a 
longer extended key the security of the encryption is increase. Therefore one 
would have been motivated to extending the seed key to a long extended key of 
any size larger then the seed key to increase the security. 

With respect to claim 2, the signal sets are based on a number of modes 
of energy carrying waves either in free space or in guided media (see Dultz 
column 3 lines 11-17 i.e. fiber link). 

With respect to claim 3, the energy bearing waves are electromagnetic 
waves, including radio waves, microwaves, millimeter waves, or lightwaves (see 
Dultz column 3 lines 11-17 i.e. light wave). 

With respect to claim 4, the modes are two modes of the light waves, and 
wherein the two modes of light waves are polarization modes, time or frequency 
modes, spatial modes or any combination of such physical attributes of the light 
waves (see Dultz column 2 line 46 - column 4 line 10 i.e. polarization of light as a 
function of time, photon in the transmitter generates a pulse, and different wave 
length). 
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With respect to claim 5, implemented over all types of networks, including 
enterprise, metro, short haul, and long haul, and independent of underlying 
software protocols (see Dultz abstract). 

With respect to claim 6, a method for encrypting data, said method 
comprising the steps of: generating a large number of quantum signal sets of low 
to high energy (see Dultz column 2 line 46 - column 4 line 10 i.e. high-energy 
photon of the laser breaks down into two low-energy-energy); and modulating the 
sets of quantum signal with the data being encrypted by using a multi-bit seed 
key suitably extended to obtain running keys to select quantum signal sets for 
different bit values (see above Schneier figure 12.1 and page 270-278 i.e. Ki, 
K 2 ...K n ), whereby each quantum signal set is encoded into a coherent state of an 
infinite-dimensional space or any other quantum state in space of any dimension 
(See Dultz figure 3b and column 2 line 46 - column 4 line 10). 

With respect to claim 7, including the step of extending the multi-bit seed 
key K into a much longer extended key K' and using the extended key K' to 
determine for each qumode carrying bit, b (0, I), which quantum signal set is to 
be used (see Dultz column 2 line 46 - column 4 line 10 i.e. two optical bases, 0 
andl). 

With respect to claim 8, the extended key K' includes 2 S -1 bits, where s is 
the number of bits of the seed key K (see above Schneier page 270-278 i.e. 
increasing the encryption key by any amount will increase the security of the 
transaction), and wherein using the extended key K' to determine qumodes 
includes segmenting the extended key K' into disjointed blocks of r-bit running 
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keys R, where r = log 2 (M) and s » r, wherein r is the number of bits of each of 
the running keys R, and M is the number of bases for the coherent states (see 
above Schneier figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ). 

With respect to claim 9, each quantum signal set is composed of any 
number of photons from small to large, and including the step of coding all of the 
photons of a given quantum signal set to represent a bit value for that quantum 
signal set (see Dultz column 2 line 46 - column 4 line 10 i.e. high-energy photon 
of the laser breaks down into two low-energy-energy). 

With respect to claim 1 1, a method for encrypting data, comprising the 
steps of: providing a multi-bit seed key; said method extending the multi-bit seed 
key K to produce a multi-bit extended key K\ the length of the extended key 
being substantially greater than the length of the seed key K; segmenting the 
extended key K' into a plurality of disjointed running keys R (see above Schneier 
figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ); and modulating an energy bearing 
wave using the running keys R to select different bit values for different portions 
of the energy bearing wave to thereby encrypt the energy bearing wave with the 
data (see Dultz column 2 line 46 - column 4 line 10 i.e. polarization of light into 
two optical bases, 0 and 1 ). 

With respect to claim 12, the energy bearing wave is an electromagnetic 
wave, including a radio wave, a microwave, millimeter waves, or a light wave 
(see Dultz column 3 lines 11-17 i.e. lightwave). 
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With respect to claim 13, the extended key K' includes 2 S -1 bits, where s is 
the number of bits of the seed key K (see above Schneier figure 12.1 and page 
270-278 i.e. Ki, K 2 ...Kn). 

With respect to claim 14, the step of segmenting the extended key K' into 
blocks includes segmenting the extended key K into blocks of r-bit running keys 
R, where r is the number of bits of each of the running keys R, and s » r (see 
Schneier figure 12.1 and page 270-278 i.e. K 1f K 2 ...K n ).. 

With respect to claim 15, a method for encrypting comprising the steps of: 
data, said method producing a light signal that includes a plurality of polarization- 
mode coherent states of light (see Dultz column 2 line 46 - column 4 line 10 i.e. 
polarization of light as a function of time); extending a multi-bit seed key K to 
produce a multi-bit extended key K' the length of which is substantially greater 
than the length of the seed key K (see Schneier page 270-278); segmenting the 
extended key K' into a plurality of disjointed blocks of running keys R, each being 
r bits in length (see Schneier figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ); and 
modulating a finite number of the polarization-mode states of light using the 
running keys R to produce a multi-bit information bearing light signal (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1). 

With respect to claim 16, the polarization-mode states comprise two-mode 
coherent states of light, and including the step of using the extended key K to 
determine, for each qumode carrying bit, b (0,1), which pair of signals is to be 



Application/Control Number: 10/674,241 Page 9 

Art Unit: 2132 

used (see Dultz column 2 line 46 - column 4 line 10 i.e. two optical bases, 0 and 
1). 

With respect to claim 17, each quantum signal set includes at least about 
1,000 photons (see Dultz column 2 line 46 - column 4 line 10 i.e.high-energy 
photon), and including the step of coding all of the photons of a given quantum 
signal set to represent a bit value for that quantum signal set (see Dultz column 2 
line 46 - column 4 line 10 i.e. polarization of light into two optical bases, 0 and 1). 

With respect to claim 19, the extended key K' includes 2 S -I bits, where s is 
the number of bits of the seed key K (see above Schneier figure 12.1 and page 
270-278 i.e. K 1f K 2 ...Kn). 

With respect to claim 20, wherein signal components of the light signal are 
macroscopically distinguishable (see Dultz column 2 line 46 - column 4 line 10 
i.e. two optical bases, 0 and 1). 

With respect to claim 21 , wherein the extended key K' is segmented into 
disjointed blocks of r-bit running keys R, where r = log 2 (M) and s » r, r is the 
number of bits of each of the running keys R, and M is the number of bases (see 
above Schneier figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ). 

With respect to claim 22, a method for encrypting data, said method 
comprising the steps of: producing a light signal that includes two-mode coherent 
states of light (see Dultz column 2 line 46 - column 4 line 10 i.e. two optical 
bases, 0 and 1); extending a multi-bit seed key K to produce a multi-bit extended 
key K', the length of which is substantially greater than the length of the seed key 
K (see Schneier page 270-278); segmenting the extended key K' into a plurality 
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of disjointed blocks of running keys R, each of the running keys being r-bits in 
length (see above Schneier figure 12.1 and page 270-278 i.e. Ki, K2...K n ); and 
modulating a finite number of the two-mode coherent states of light using the 
running keys R to produce a multi-bit information bearing light signal, (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1) 

With respect to claim 23, producing the light signal includes projecting light 
from a source of light equally into first and second polarization modes of light 
(see Dultz column 2 line 46 - column 4 line 10 i.e. polarization of light into two 
optical bases, 0 and 1 ). 

With respect to claim 27, the signal components of the light signal are 
macroscopically distinguishable (see Dultz column 2 line 46 - column 4 line 10 
i.e. two optical bases, 0 and 1). 

With respect to claim 28, the extended key K' includes 2 S -I bits, where s is 
the number of bits of the seed key K (see Schneier figure 12.1 and page 270-278 
i.e. Ki.K^.Kn). 

With respect to claim 29, the number of bits r of each block is equal to 
log2(M) and s » r, where M is the number of bases formed by the first and 
second polarization states of light and s is the number of bits of the seed key K 
(see Schneier figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ). 

With respect to claim 48, a communication system comprising: means for 
generating a large number of quantum signal sets of low to high energy (see 
Dultz column 2 line 46 - column 4 line 10 i.e. high-energy photon of the laser 
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breaks down into two low-energy-energy); and means for modulating the sets of 
quantum signal with the data being encrypted by using a multi-bit seed key to 
select quantum signal sets for different bit values, whereby each quantum signal 
set is encoded into a coherent state o an infinite-dimensional space (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1). 

With respect to claim 49, means for extending the multi-bit seed key K into 
a much longer extended key K' (see Schneier page 270-278) that is used to 
determine for each qumode carrying bit b (0, 1), which quantum signal set is to 
be used. 

With respect to claim 50, the extended key K' includes 2 S -1 bits, where s is 
the number of bits of the seed key K (see Schneier page 270-278). 

Claims 24, 25, 30, 33-40, 42-47 and are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Dultz et al. (U.S. Patent # 6,748,081) in view of 
Schneier "Applied Cryptography Second Edition : protocols, algorithms, and 
source code in C" in further view of Townsend (U.S. Patent # 5,675,648). Dultz in 
view of Schneier teach everything with respect to claim 23 above but with respect 
to claim 24, they do not teach modulating the two-mode coherent states of light 
includes introducing a relative phase shift between the first and second 
polarization modes of light. Townsend teaches modulating the two-mode 
coherent states of light includes introducing a relative phase shift between the 
first and second polarization modes of light (see Townsend column 3 line 1 - 
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column 4 line 8). It would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains to 
have introduced different phase shift from 0 - 2f1 to stand for whether a 0 or 1 
was obtained.. Therefore one would have been motivated to have introduced a 
phase shift to stand for a 0 or one. 

With respect to claim 25, the relative phase shift introduced between the 
first and second polarization modes of light is in the range of about 0-2tt radians 
(see above Townsend column 3 line 1 - column 4 line 8). 

With respect to claim 30, Dultz in view of Schneier teach a method for 
transmitting data between first and second locations, said method comprising the 
steps of: encrypting data to be transmitted by producing at the first location a 
plurality of polarization-mode coherent states of light at a first location (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1); extending a multi-bit seed key K to produce a multi-bit extended 
key K', the length of which is substantially greater than the length of the seed key 
K (see Schneier page 270-278); segmenting the extended key K' into a plurality 
of disjointed blocks of running keys R, each of the running keys being r-bits in 
length; and modulating a finite number of the polarization-mode coherent states 
of light using the running keys to produce a multi-bit information bearing light 
signal (see above Schneier figure 12.1 and page 270-278 i.e. Ki, K 2 ...K n ); 
transmitting the information bearing light signal over a communication channel 
from the first location to the second location (see Dultz column 2 line 46 - column 
4 line 10); and decrypting the transmitted data at the second location including 
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extending the same multi-bit seed key K at the second location to produce the 
extended key K', the length of which is substantially greater than the length of the 
seed key K (see above Schneier page 270-278); segmenting the extended key K' 
into a plurality of disjointed blocks of running keys R, each of the running keys 
being r-bits in length (see above Schneier figure 12.1 and page 270-278 i.e. Ki, 
K 2 ...K n ); applying unitary transformations to the received polarization states 
according to the extended key K' (See Dultz figure 3b and column 2 line 46 - 
column 4 line 10). They do not teach wherein the relative phase shift introduced 
is determined by the extended key K' generated and applied to the information 
bearing light signal; and processing the received information bearing light signal 
to cancel polarization rotation caused by communication channel, whereby after 
the phase shift has been applied, the relative phase shift between the first and 
second polarization modes is 0 or tt radians corresponding to logic 1 and logic 0 
bits, respectively, according to the extended key K\ Townsend teach wherein the 
relative phase shift introduced is determined by the extended key K' generated 
and applied to the information bearing light signal (see Townsend column 3 line 1 
- column 6 line 40); and processing the received information bearing light signal 
to cancel polarization rotation caused by communication channel, whereby after 
the phase shift has been applied (see Townsend column 5 line 57 - column 6 
line 40), the relative phase shift between the first and second polarization modes 
is 0 or tt radians corresponding to logic 1 and logic 0 bits, respectively, 
according to the extended key K' (see above Townsend column 3 line 1 - column 
4 line 8). It would have been obvious at the time the invention was made to a 
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person having ordinary skill in the art to which said subject matter pertains to 
have a polarization compensator in the receiver is then adjusted via a feedback 
loop in order to linearize the output polarization and match it to the preferred 
polarization axis of the receiver. Therefore one would have been motivated to 
have used a polarization compensator in the receiver. 

With respect to claim 33, each bit of the information bearing light signal is 
defined by a number of photons in the range of about 1,000 to about 100,000 
photons (see Townsend column 5 line 31 - column 6 line 40 i.e. multi-photon 
pulse). 

With respect to claim 34, Dultz in view of Schneier teach everything with 
respect to claim 30 above but do not teach amplifying the information bearing 
light signal as prior to processing the information bearing light signal at the 
second location. Townsend teaches amplifying the information bearing light 
signal as prior to processing the information bearing light signal at the second 
location (see Townsend column 3 line 1 - column 5 line 9). It would have been 
obvious at the time the invention was made to a person having ordinary skill in 
the art to which said subject matter pertains to have included an amplifier to use 
a small amount of energy to control a larger amount of energy. Therefore one 
would have been motivated to have used an amplifier. 

With respect to claim 35, extending the seed key includes using the seed 
key K to drive an encryption mechanism to produce the extended key K' (see 
Schneier page 270-278) 
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With respect to claim 36, a method for transmitting data, said method 
comprising the steps of: encrypting at a first location data to be transmitted by 
producing a light signal that includes two-mode coherent states of light; 
extending a multi-bit seed key K to produce a multi-bit extended key K', the 
length of which is substantially greater than the length of the seed key K; 
segmenting the extended key K' into a plurality of disjointed blocks of running 
keys R, each of the running keys being r-bits in length; and modulating a finite 
number of the two- mode states of light using the running keys produce a multi- 
bit information bearing light signal; transmitting the information bearing light 
signal, including the modulated polarization states of light from the first location to 
a second location through a communication channel; and the transmitted data at 
the second location including extending the same seed multi-bit K to produce the 
extended key K\ the length of which is substantially greater than the length of the 
seed key K; applying unitary transformations to the received polarization states 
according to the extended key by using a modulator to introduce relative phase 
shift determined by the extended key K' generated and applied to the information 
bearing light signal (see above Townsend column 3 line 1 - column 4 line 8); and 
processing the information bearing light signal to cancel the polarization rotation 
caused by the communication channel, whereby after the phase shift has been 
applied, the relative phase shift between the polarization modes is 0 or tt 
corresponding to logic 1 or logic 0 according to the extended key (see above 
Townsend column 3 line 1 - column 4 line 8). 
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With respect to claim 37, the communication channel is a guided media 
(see Dultz column 3 lines 11-17 i.e. fiber link). 

With respect to claim 38, producing the light signal includes projecting light 
from a source of light equally into two polarization modes of light (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light as a function of time). 

With respect to claim 39, modulating the two-modes states of light at the 
first location includes introducing a relative phase shift between the two 
polarization modes of light (see above Townsend column 3 line 1 - column 4 line 
8). 

With respect to claim 40, the relative phase shift introduced between the 
two polarization modes of light is in the range of about 0-2tt radians (see above 
Townsend column 3 line 1 - column 4 line 8). 

With respect to claim 42, including amplifying the information bearing light 
signal while the information bearing light signal is being transmitted from the first 
location to the second location (see above Townsend column 3 line 1 - column 4 
line 8). 

With respect to claim 43, a seed key K drives an encryption mechanism 
the output of which is to be used for each qumode carrying bit b (0, I) (see Dultz 
column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1). 

With respect to claim 44, including using a seed key extended to a longer 
key to modulate the parameters of a multi-mode coherent states of light (see 
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Dultz column 2 line 46 - column 4 line 10 i.e. polarization of light into two optical 
bases, 0 and 1). 

With respect to claim 45, including using an encryption mechanism to 
extend the short seed key K (see Schneier page 270-278). 

With respect to claim 46, processing the light signal includes future 
rotating the received polarization states of light by an amount equal to tt/4 (see 
above Townsend column 3 line 1 - column 4 line 8). 

With respect to claim 47, signals of each pair of light signals are 
macroscopically distinguishable (see Dultz column 2 line 46 - column 4 line 10 
i.e. two optical bases, 0 and 1). 

Allowable Subject Matter 

Claim 10, 18, 26, 31, 32, and 41 are objected to as being dependent upon 
a rejected base claim, but would be allowable if rewritten in independent form 
including all of the limitations of the base claim and any intervening claims. 

Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Devin Almeida whose telephone number is 
571-270-1018. The examiner can normally be reached on Monday-Thursday 
from 7:30 A.M. to 5:00 P.M. The examiner can also be reached on alternate 
Fridays from 7:30 A.M. to 4:00 P.M. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron, can be reached on 571-272-3799. The 



assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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